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«18» ¢peBpans 2013 1. Mocksa Ne 21

00 yrBep:kaenun CocraBa u coiep;KaHus
OPraHU3aIMOHHBIX H TEXHUYECKUX Mep Mo o0ecneyeHn 0 0e30MacHoCTH
NMEePCOHABHBIX IAHHBIX MPU X 00pa0doTKe B HH(POPMAIMOHHBIX CHCTEMAaX

MNEPCOHAJIBHBIX JAHHBIX

B cootBercTBUM ¢ yacThio 4 ctathu 19 @enepanbHoro 3akoHa ot 27 uronst 2006 r. Ne
152-®3 «O mnepconanbHbIXx gaHHbIX» (CoOpaHume 3akoHoAaTenbCcTBa Poccuiickoi
®enepannn, 2006, No 31, ct. 3451; 2009, Ne 48, ct. 5716; No 52, ct. 6439; 2010, Ne 27, cT.
3407; Ne 31, ct. 4173, ct. 4196; Ne 49, ct. 6409; 2011, Ne 23, ct. 3263; Ne 31, cT. 4701) n
[Tonoxxennem o PexnepanbHOW Ciy)k0e MO TEXHUYECKOMY U 3KCHOPTHOMY KOHTPOIIIO,
yTBepkaAcHHbIM Yka3zoMm Ilpesunenra Poccuiickoin ®denepaunn ot 16 aBrycra 2004 r.
No 1085 (Cobpanue 3akonomatenbcTBa Poccuiickoit denepanun, 2004, Ne 34, ct. 3541;
2006, No 49, cr. 5192; 2008, Ne 43, ct. 4921; Ne 47, cr. 5431; 2012, Ne 7, cr. 818),
IMNPUKA3BIBAIO:

1. Y1Bepauth npunaraembie CocTaB U cofepkaHUE OPTraHU3AIMOHHBIX U TEXHUYECKHUX
Mep Mo oOecmedeHHI0 O€30MacCHOCTH TMEepPCOHATBHBIX JaHHBIX MpPU HUX 00paboTke B

I/IH(i)OpMaHI/IOHHBIX CUCTEMax NNCPCOHAIBHLIX JaHHBIX.



2. llpusnats yrpatusmuM cuiny npuka3 @CTIK Poccun ot 5 deBpans 2010 r. Ne 58
«O0 yrBepxkaenun llonmoxxkeHns o wMeTogax M cmoco0ax 3alMThl  MH(pOpMalUuu B
MH(OPMALIMOHHBIX CHCTEMAaxX [EPCOHAJIBHBIX JaHHBIX» (3aperucTpUpOBaH MHHIOCTOM
Poccuu 19 despans 2010 r., peructparmonusiii Ne 16456).

JIAPEKTOP ®EJEPAJIBHOM CJIYKBBI 10 TEXHAYECKOMY U
IKCIIOPTHOMY KOHTPOJIIO

B.Cexun



YTBEPX/IEHbBI
npukazom ®CTIK Poccun
ot « 18 »despamst 2013 . Ne 21

CocTas u cogepxanue
OPraHM3AlUOHHBIX U TEXHUYECKUX MeP MO0 o0ecnevyeHH 0 0e30MaCHOCTH NMePCOHATIBLHBIX
JAHHBIX MPH UX 00pa0d0TKe B MH(POPMALMOHHBIX CHCTEMAX
NMEePCOHATBbHBIX JAHHBIX

|. OOume mookKeHust

1. Hacrosimmii 1OKyMEHT pa3paboTaH B COOTBETCTBMM C 4YacThlo 4 crarbu 19
®enepanbHoro 3akoHa ot 27 utodist 2006 r. Ne 152-D3 «O nepcoHanbHbIX AaHHBIX» (CoOpaHue
3akoHojatenbcTBa Poccuiickoit @eneparuu, 2006, Ne 31, ct. 3451; 2009, Ne 48, ct. 5716;
Ne 52, c1. 6439; 2010, Ne 27, ct. 3407; Ne 31, ct. 4173, cT. 4196; Ne 49, ct. 6409; 2011, Ne 23,
cT. 3263; Ne 31, cr. 4701) u ycTaHaBIMBAaeT COCTaB U COJAEPNKAHUE OPraHU3ALMOHHBIX H
TEXHUYECKHX Mep Mo obecrieyeHnto 6e30MacHOCTH MEPCOHANBHBIX JTAHHBIX MPH UX 00paboTkKe
B MH(OPMALIMOHHBIX CHUCTEMaX NEPCOHAIBHBIX JAHHBIX (Jajee - Mephl MO O00ECIEeUCHUIO
0€30MacHOCTH TEPCOHANBHBIX JAaHHBIX) JUIS KaKIOTO W3 YPOBHEW 3allUIIEHHOCTH
MEPCOHANBHBIX JAHHBIX, YCTAHOBIECHHBIX B TpeOOBaHUAX K 3alUTE MEPCOHATBHBIX JTaHHBIX
mpu ux 00paboTke B MHGOPMAIIMOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX, YTBEPKICHHBIX
nocranoBineHueM I[IpaButenbctBa Poccuiickoit @enepanuu ot 1 HOsO6pst 2012 1. Ne 1119
(Cobpanue 3akononatenscTBa Poccuiickoit @eneparuu, 2012, Ne 45, ct. 6257).

Mepsl 1o obecriedeHUI0 0€30MacHOCTH TEPCOHANBHBIX JTAHHBIX MPUHUMAIOTCS IS
3alIUTHl MEPCOHATBHBIX JAHHBIX OT HEMNPAaBOMEPHOrO WM CIYyYalHOrO JOCTyHa K HUM,
YHUYTOXKEHHUSI, U3BMEHEHU S, OJTOKUPOBAHUS, KOMTUPOBAHUS, MPEOCTABICHUS, PACIIPOCTPAHCHUS
MEPCOHANBHBIX JAHHBIX, @ TaKXE OT HMHBIX HENPAaBOMEPHBIX JEHCTBHM B OTHOIICHUU
MIEPCOHABHBIX JAHHBIX.

B HacTod1eM OKyMEHTE He paccMaTpHUBAaIOTCS BOMPOCHl olOecredeHus: 0€e30MacHOCTH
MEPCOHANBHBIX  JIaHHBIX, OTHECEHHbIX B YCTAHOBIICHHOM TIOpPAJIKE K  CBEJICHUSM,
COCTABJISIIOIIUM TOCYJAapCTBEHHYIO TailHy, a TakKe MeEpbl, CBSI3aHHBIE C MPUMEHEHHEM
U (ppoBaTbHBIX (KpUNTOrpaUIeCcKuX) CPEACTB 3alUTH HHPOPMAIIHH.

2. be3omacHOCTh MEpPCOHANBHBIX JAHHBIX NMPU HUX 00paboTke B HHPOPMAIMOHHON
CHUCTEME MepPCOHATBHBIX JIAHHBIX (J1anee - nH(opMallMoHHas cucTeMa) 00ecIeurnBaeT OepaTop
WJIH JIMIIO0, OCYIIECTBIIsomee 00paboTKy MePCOHATBHBIX JTaHHBIX TI0 MTOPYYCHUIO OTIepaTopa B
COOTBETCTBHUH C 3aKOHOAATENbCTBOM Poccurickon Denepanuu.

Jlnst BIMOTHEHUS PaboOT Mo obecTnedyeHn0 0€30MacCHOCTH MEePCOHATBHBIX JAaHHBIX MPHU
uxX o00paboTke B WHPOPMAIMOHHOW CHUCTEME B COOTBETCTBHH C 3aKOHOJATEIILCTBOM
Poccuiickoit @enepannuu MOTyT MPUBJIEKATHCA HA JIOTOBOPHOW OCHOBE FOPUANYECKOE JIMO WUIIH
WHJMBHUAYaJIbHBIN MPeAIPUHUMATEb, UMEIOIIUE JTUIEH3UIO HA ACSITEIbHOCTh IO TEXHUYECKON
3anUTe KOHQUACHINAIbHON HHpOopManuu.
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3. Mepel mo obecrnieueHNI0 O€30MACHOCTH MEPCOHATBHBIX JAHHBIX PEATH3YIOTCS B

paMKax CHCTEMbl 3allldThl TEPCOHAIBHBIX JAHHBIX, CO3JaBa€MOM B COOTBETCTBUU C
TpeOoBaHusiMU K 3aluTe MEPCOHAIBHBIX IaHHBIX MPU UX 00paboTKe B MH(GOPMAIMOHHBIX
CHUCTEMax TEPCOHANIBHBIX JaHHBIX, YTBEPXKJACHHBIMH TMOCTaHOBJIeHHEM IIpaBuTenbcTBa
Poccuiickoit ®@enepannu ot 1 HosOpst 2012 r. Nelll9, u nomkHbl OBITH HaAMpaBlIEHBI Ha
HEHUTPaNU3alHI0 AKTYaJIbHBIX YTP0o3 0€30MaCHOCTH MEPCOHANBHBIX JIAHHBIX.

4. Mepsl o obecrieyeHn0 6e30MacHOCTH MEePCOHATBHBIX JTAHHBIX PEANTH3YIOTCS B TOM
Yyclie IOCPEJCTBOM NPUMEHEHHs B HWH(GOPMAIMOHHOM CHCTEME CpEJCTB  3allUThI
uH(pOpMALINK, TPOUIEANINX B YCTAHOBJICHHOM MOpPSIKE MPOLEAYPY OLEHKA COOTBETCTBHUS, B
ClIy4asix, KOT/ia, IPUMEHEHHE TaKUX CPEJICTB HEOOXOIUMO JUIsl HEUTpaU3alliid aKTyalbHBIX
yrpo3 0e30MacHOCTH MEePCOHABHBIX JaHHBIX.

6. Onenka 3(h(PpeKTUBHOCTH peaTrn30BaHHBIX B pAMKaX CUCTEMBI 3aIIUTHI TIEPCOHATBHBIX
JAHHBIX MEp MO 00eCIEeUeHUI0 OE30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPOBOJAUTCS OMIEPATOPOM
CaMOCTOSITEJIbHO WJIM C TPUBICUYEHUEM HAa JOTOBOPHOM OCHOBE IOPUIMYECKHX JIHI H
WHIWBHUAYAJbHBIX  MpEANpUHUMATENEeH, UMEIOIMX  JUIEH3UI0O Ha  OCYIIECTBICHHUE
JeSITEIIbBHOCTH TI0 TEXHUYECKOU 3anuTe KOHPUACHIMAIbHON nHpopMauy. YKa3zaHHas OlleHKa
MIPOBOJIUTCS HE pEKe OAHOrO pasza B 3 roja.

7. Mepsbl o obecrieueHnI0 0e30MacHOCTU MEPCOHATBHBIX JaHHBIX MPU UX 00paboTKe B
TOCY/IapCTBEHHBIX ~MH(POPMAIMOHHBIX  CHUCTEMaX NPUHUMAIOTCS B  COOTBETCTBUU C
TpeOoBaHUsAMH O  3ammre  uHDOpManuuW, CcoaepXkamieiics B TOCYIapCTBEHHBIX
MH(OPMALIMOHHBIX cHucTeMax, ycTaHaBinuBaeMbiMu PCTOK Poccunm B mpepenax cBoux
MOJTHOMOYHUM B COOTBETCTBHUU C 4acThio S5 ctathk 16 denepanbHoro 3akoHa ot 27 utoss 2006 r.
Ne 149-®3 «O0 unbopmanuu, UHPOPMAMOHHBIX TEXHOJIOTUSIX M O 3alIUTe MHPOpPMALUN»
(Cobpanme 3akoHomarenbcTBa Poccuiickoit @eneparuu, 2006, Ne 31, ct. 3448; 2010, Ne 31,
cT. 4196; 2011, Ne 15, ct. 2038; Ne 30, ct. 4600; 2012, Ne 31, cT. 4328).

I1. CocraB u conepkanue Mep 1o obecreueHuIo 6e30macHOCTH
NIEPCOHAIILHBIX JTAHHBIX

8. B coctaB mep o obecnieueHno 0€30MacHOCTH NePCOHAIBHBIX JAHHBIX, PEaTU3yeMBbIX
B paMKax CHCTEMBbl 3allUThl TEPCOHAIBHBIX JAaHHBIX C YYETOM AaKTyaJbHBIX YIpoO3
0€30MacCHOCTH TEPCOHANBHBIX JAHHBIX M MPUMEHAEMbIX HH(QOPMAIMOHHBIX TEXHOJIOTHH,
BXOJISIT:

uACHTU(UKALUS U ayTeHTU(UKALKS CyOBEKTOB JJOCTYINA U OOBEKTOB JOCTYIIA;

yIpaBiieHUE JA0CTYNOM CyOBEKTOB J0CTyna K 00beKTaM JOCTyIa;

OTpaHWYCHUE TIPOTPAMMHOHN CpPEJIbI;

3alIUTa MAIIMHHBIX HOcUTeled WH(OpManuu, Ha KOTOPBIX XpaHsaTcs U (WIn)
00pabaThIBAIOTCSl TEPCOHANBHBIC JaHHBIC (faliee - MAalIMHHBIE HOCUTENM IEePCOHAITBHBIX
JAHHBIX);

peructpaiusi COObITHII 0€30MaCHOCTH;

aHTHBHPYCHAs 3allUTa;

oOHapy:xeHue (MpeIoTBpalIeHNEe) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3aLIUIIEHHOCTH NE€PCOHABHBIX TAHHBIX;
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o0ecrieyeHre eI0CTHOCTH HHPOPMAITMOHHONW CUCTEMBI U TIEPCOHATBHBIX JTAHHBIX;

o0ecrieueHne JOCTYITHOCTH MEPCOHAIBHBIX JaHHBIX;

3alUTa CPebl BUPTYaIU3alHH;

3alUTa TEXHUYECKUX CPEJCTB;

3amuTa THPOPMallMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H U NEPEIayy IaHHBIX;

BBISIBJICHUE HMHLUICHTOB (OAHOTO COOBITHS WM TPYIIBl COOBITHI), KOTOPBIE MOTYT
MIPUBECTH K COOSM WJIM HapyIIEHUIO (DYHKIIMOHUPOBAHUS MH(OPMALIMOHHON CUCTEMBI U (WIIH)
K BO3HHMKHOBEHHUIO yrpo3 0€30IaCHOCTH NEPCOHAJIBHBIX JAHHBIX (Aajee - WHLUUICHTHI), U
pearupoBaHUe Ha HUX;

yHOpaBlieHHE KOHpUrypanuel HH(OPMALMOHHON CHUCTEMBI M CHCTEMbI 3alllUTHI
NEPCOHAJIBHBIX JTAHHBIX.

CocrtaB u conepxaHue Mep Mo 0OecreYeHU0 0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX,
HEOOXOIUMBIX MJi1 OOecledyeHHs] KaKJOoro W3 YpPOBHEW 3alllUIIIEHHOCTH IE€PCOHAIBHBIX
JAHHBIX, IPUBECHBI B IPUWJIOKEHUHU K HACTOSIIEMY TOKYMEHTY.

8.1. Mepsl no maeHTHQUKAIMA W ayTeHTH()HUKAIMH CYOBEKTOB JOCTyNa M OOBEKTOB
JOCTyIa JTOJDKHBI 0OecreynBaTh MPUCBOCHUE CYObEKTaM M O0BEKTaM JOCTYIa YHUKAIbHOIO
npu3Haka (MACHTU(UKATOPA), CPAaBHEHUE NPEIBIBIIEMOro CyObeKTOM (00BEKTOM) AOCTyIa
UIACHTU(PUKATOpA C TMEpPEeYHEM NPUCBOCHHBIX WACHTU(PUKATOPOB, a TaKXKE IPOBEPKY
NPUHAJIEKHOCTH CYOBEKTy (00BEKTYy) JocTyna MNpeabsBIEHHOIO UM HACHTU(UKATOpa
(monTBepKaeHUE TTOIITMHHOCTH).

8.2. Mepsl TMO yYHpaBICHHIO JOCTYIIOM CYOBEKTOB JOCTyNma K OOBEKTaM JOCTyIa
JOJDKHBI  00ecreurBaTh yIpaBl€HUWE T[paBaMU M MPHUBWIETHSIMH CYOBEKTOB JOCTYIIA,
pasrpaHUyeHue JOCTyIa CyObEeKTOB JOCTyNa K 00BbEKTaM JIOCTYIa Ha OCHOBE COBOKYITHOCTH
YCTAHOBJIGHHBIX B MH(OpPMAIMOHHOW CHCTEME MpaBWJI Pa3TPaHUUYCHHs] JIOCTYyMNa, a TaKXKe
o0ecreuynBaTh KOHTPOJIb 32 COOIOICHUEM ITHX MPaBUIL.

8.3. Mepsl 1o orpaHUYEHHUIO TMPOTPAMMHOM CpeIbl TOJKHBI 00ECIIeYuBaTh YCTAHOBKY U
(uM) 3amycK TOJBKO PA3pEIICHHOT0 K MCIOJIb30BaHUI0 B HWH(GOPMAIMOHHOW cHuCTeMe
POrpaMMHOI0 OOECIeueHUs] WM HCKIYaTh BO3MOXKHOCTh YCTAaHOBKM M (WJIM) 3alycka
3aMpenieHHOro K UCI0Ib30BaHUIO B MH(OPMAIIMOHHON CUCTEME MPOrpaMMHOT0 00eCIeUeHHUs.

8.4. Mepsl 1o 3amuTe MAIIMHHBIX HOCHUTENEH IEePCOHANbHBIX JaHHBIX (CpeACTB
00paboTKM  (XpaHEHHUs) TMEPCOHANBHBIX JaHHBIX, CHEMHBIX MAIIMHHBIX HOCHUTEJICH
MIEPCOHATIBHBIX JIAHHBIX) JOJKHBI UCKIIIOYAaTh BO3MOXKHOCTh HECAHKLIIMOHUPOBAHHOTO JIOCTYIIA
K MAaIIMHHBIM HOCUTEISIM M XpaHSIIMMCS Ha HUX IEPCOHAIBHBIM JaHHBIM, a TaKke
HECAaHKIIMOHUPOBAHHOE HCIOJIb30BAHUE CHEMHBIX MAIIMHHBIX HOCHUTENIEH IMepCOHAbHBIX
JTAHHBIX.

8.5. Mepsl mo peructpanuu coOBITHI 0€30MacHOCTH JOJDKHBI OOecreyuBaTh cOOp,
3aMKch, XpaHEHWE M 3alIUTY MH(GOpPMAlMK O COOBITUSAX OE30MaCHOCTH B MH(POPMAIMOHHON
CHCTEME, a TaKKe BO3MOXKHOCTb MPOCMOTpa M aHamu3a MHPOPMAIMH O TaKUX COOBITHAX U
pearupoBaHHe Ha HUX.

8.6. Mepsl 1O aHTMBUPYCHOW 3alllUTe JOKHBI OOecreunBaTh OOHApyXEHHE B
WHPOPMAIIMOHHOW CHUCTEME KOMIIBIOTEPHBIX TMpOorpaMM JHOO HMHON  KOMITBIOTEPHOMN
uH(pOpMaLIMY, MTpeIHa3HAYEHHOMN AJI1 HECAaHKIIMOHUPOBAHHOTO YHUYTOXXEHHUSI, OJIOKHMPOBAHUS,
MOIU(UKALMY, KOMHUPOBAHUSA KOMIBIOTEPHON HH(OpPMALMU WIM HEHUTpaIu3alMu CPEICTB
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3amThl MHGOpPMAIMK, a TaKKe pearupoBaHHE Ha OOHApY)KEHHE OTHX MpOrpaMM U

uH(pOpMAIIHH.

8.7. Mepnl 110 0o0HapyXeHHIO (TPEIOTBPAICHUIO) BTOPKEHUH TOJDKHBI 00ecleurnBaTh
oOHapyxkeHue  jAelcTBMM B~ MHPOPMALMOHHOW  CHCTEME,  HANpaBJICHHbIX  Ha
HECAaHKIIMOHUPOBAHHBIA  JOCTYNT K  WHGOpMANWUH, CHCIHAIbHBIE  BO3JACHCTBUS  HA
MHDOPMALIMOHHYIO CcHCTeMy U (WJIM) TepCOHAlbHbIE JaHHbIE B IeNsAX J0ObIBaHUSA,
VHUYTOXXCHHSI, UCKOKCHHUS M OJOKUPOBAHUS JIOCTYIA K IEPCOHAIBHBIM JIaHHBIM, a TaKXKe
pearupoBaHHe Ha 3TU ACHCTBUS.

8.8. Mepbl 10 KOHTPOIIIO (aHATIU3Y) 3AIIUIICHHOCTH MEPCOHANBHBIX NAHHBIX JOJKHBI
obecreyrBaTh KOHTPOJIb YPOBHS 3alUIIEHHOCTH MTEPCOHAILHBIX JTaHHBIX, 00pabaThIBaeMbIX B
MH(OPMALIMOHHON CHCTeME, MyTeM MPOBEACHUSI CUCTEMATHUYECKIX MEPOIPUSATUHN MO aHAIU3Y
3aIUIIICHHOCTH WHPOPMAITMOHHOW CHUCTEMBI U TECTUPOBAHHIO PA0OTOCTIOCOOHOCTH CHCTEMBI
3aIUTHI IEPCOHATTBHBIX JaHHBIX.

8.9. Mepsl 10 oOecnedYeHHI0 IIEJOCTHOCTH  HMH(MOPMAIMOHHON  CHCTEMBI U
MEPCOHAIBHBIX JTAHHBIX JOJKHBI o0ecreunBaTh oOHapyxeHue (haxToB
HECAaHKIIMOHUPOBAHHOTO  HAPYIIEHUS  IEIOCTHOCTH  WH(MOPMAIIMOHHON  CUCTEMBI H
COJIepKaIlUXCsl B HEH MEepPCOHANBHBIX JaHHBIX, a TaKK€ BO3MOXHOCTh BOCCTAHOBIICHUS
WH(OPMAIIMOHHOW CHCTEMBI M COICPIKAIINXCS B HEW MEPCOHATBHBIX JTAHHBIX.

8.10. Mepbl 1O oOOecHedYeHHUI0 JOCTYIMHOCTH TMEPCOHAIBHBIX JAHHBIX JIOJDKHBI
oOecreyrBaTh ABTOPH30BAHHBIA JIOCTYIl TOJB30BaTEICH, UMEIONMUX MpaBa MO JOCTYIY, K
MIEPCOHATBHBIM JTAHHBIM, COACPXKAIIUMCS B MHPOPMAIMOHHOW CUCTEME, B IITATHOM PEKHUME
GYHKIIMOHUPOBAHUS WH()OPMAIIMOHHON CHCTEMBI.

8.11. Mepsl o 3aIATE Cpeasl BUPTYAJIM3aLINHU IOJKHBI HUCKJII0YATh
HECAaHKIIMOHUPOBAHHBIN JIOCTYI K MEPCOHAIBHBIM JIaHHBIM, 00pabaThiBAEMbIM B BUPTYAIbHOU
UHOPACTPYKTYpe, U K KOMIIOHEHTaM BUPTYalbHOW MHPPACTPYKTYpHI U (WIIM) BO3ACHCTBUE HA
HUX, B TOM YHCJIE K CPEJICTBAM YIIPABJICHUS BUPTYaJbHOW HWHQPPACTPYKTYpPOH, MOHHUTOPY
BUPTYalbHBIX MaIlUH (TUIIEPBU30PY), CUCTEME XpaHEHHUs JaHHBIX (BKJIIOYAs CHCTEMY
XpaHeHus: 00pa30oB BUPTYATbHOW MHPPACTPYKTYPHI), CETH MEPEAaun JAHHBIX Yepe3 JIEMEHTHI
BUPTYaJTbHON WM (DU3UYECKOW HHPPACTPYKTYPHI, TOCTEBBIM ONEPANMOHHBIM CHCTEMaM,
BUPTYaJbHBIM MalllMHaM (KOHTEHHEpam), CHUCTEME W CeTH pPEIUIUKAINH, TEPMUHAIBHBIM U
BUPTYaJIbHBIM YCTPOWCTBAM, a TAaK)KE CHCTEME PE3EPBHOTO KOMHMPOBAHUS M CO3/IaBACMBIM €IO
KOTTHSIM.

8.12. Mepbsl MmO  3amUTe ~ TEXHUYECKUX  CPEACTB  JOJDKHBI  HCKIIIOYATh
HECAHKIIMOHUPOBAHHBIA  JOCTym K  CTAallMOHAPHBIM  TEXHUYECKHUM  CPEJCTBaM,
oOpabaTbeIBaOIIUM MEPCOHAIIbHbBIC JIaHHBIE, CpelcTBaM, 00€eCIIeYnBaOIIIM
GyHKIIMOHMpPOBaHWE WHMOPMAIIMOHHON CHUCTeMBbl (Jaymee - cpeacTBa  OOecTedeHUs
(GYHKIIMOHMPOBAHUS), U B TIOMEIICHUSA, B KOTOPBIX OHH IMOCTOSHHO PACIIOJIOXKEHBI, 3aIUTY
TEXHUYECKUX CPEJICTB OT BHEIIHMX BO3JIEHCTBUMN, a TaKXKe 3aIUTY NMEPCOHATBHBIX JTAHHBIX,
MPEJICTABJICHHBIX B BUJIC MH)OPMATHUBHBIX YJICKTPUYCCKUX CUTHAJIOB U (PU3HUSCKUX TIOJICH.

8.13. Mepbl mo 3ammre WHOOPMAIMOHHON CHUCTEMBI, €€ CPEJICTB, CUCTEM CBS3H U
nepenay  JaHHBIX  JIOJDKHBI  o0ecredmBaTh  3allUTy [EPCOHANBHBIX JaHHBIX TIPH
B3aMMOJICHCTBUN WH(GOPMAIIMOHHOW CHCTEMBl WJIH €€ OTICIbHBIX CETMEHTOB C HWHBIMHU
WH(OPMAIIMOHHBIMA  CHUCTEMaMH ¥ WH(POPMAIMOHHO-TEIEKOMMYHUKAITMOHHBIMUA ~ CETSIMH
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NOCPEICTBOM MPUMEHEHHS apXUTEKTYPhl HH(POPMALIMOHHON CUCTEMBI M IPOSKTHBIX PEIICHUH,

HAIPABJICHHBIX Ha o0OecrieueHne 0e30MacHOCTH MEPCOHALHBIX JaHHBIX.

8.14. Mepbl 1O BBISIBICHHIO WHIUACHTOB U pEarupoBaHUI0 HA HUX JOJDKHBI
obecrnieunBaTh OOHapyXEHUE, WICHTU(DUKALNIO, aHAIU3 HHIMACHTOB B HH(OpPMAIMOHHON
CUCTEME, a TAaK)Ke IPUHITHE MEP TI0 YCTPAHESHUIO U MPEAYIPEKICHUIO HHITUICHTOB.

8.15. Mepsl no yrpaBieHHI0 KoHpuryparmueir HHPOPMAITMOHHOW CHCTEMBI M CHCTEMBI
3aIUTHl  TIEPCOHANBHBIX JaHHBIX JOJDKHBI OOCCIeUMBaTh YIPaBICHUE W3MCHCHUSIMH
KOH(UTypauu HHQOPMAIMOHHONW CHUCTEMBbl M CHUCTEMbI 3allUThl MEPCOHAJBHBIX JAHHBIX,
aHAIM3 TOTEHIIMAIBHOIO BO3JACMCTBHS IUJIAHUPYEMBIX M3MEHEHUN Ha o0ecredeHue
0€30IMacCHOCTH MEPCOHANBHBIX JJAHHBIX, & TAK)KE TOKYMECHTHPOBAHUE ITHX N3MCHCHUM.

9. Beibop Mep mo obecrieueHUI0 0€30MacCHOCTH MEPCOHAIBHBIX NAHHBIX, MOAJIEKAIINX
peaszanii B UHQOPMAIMOHHOW CHCTEME B paMKaX CHCTEMBI 3allUTHl TEPCOHATBHBIX
JAHHBIX, BKITIOYAET:

ompezenenue 6a3oBoro Habopa Mep Mo obecreueHuIo 0e30MacHOCTH TMEePCOHATBHBIX
JAHHBIX JJI YCTAHOBICHHOTO YPOBHS 3alIUIIICHHOCTH MEPCOHATBHBIX JaHHBIX B COOTBETCTBHH
c 0Oa3zoBbIMH HabopamMu Mep IO obOecreueHnuto Oe30MacHOCTH IEePCOHANBHBIX JJIaHHBIX,
MPUBEJICHHBIMU B IPUIIOKEHUH K HACTOSIIEMY JJOKYMEHTY;

ajmanTanuio 0a3o0Boro Habopa Mep Mo 0OecnedeHHI0 Oe30MacHOCTU MEePCOHATBHBIX
JAHHBIX C YYETOM CTPYKTYPHO-(DYHKIIMOHATBHBIX XapaKTEPUCTHK UH(HOPMAIIMOHHOM CUCTEMBI,
MH(OPMALIMOHHBIX TEXHOJOTUHM, OCoOeHHOCTEeH (YHKIMOHUPOBAHUS HH(POPMALMOHHON
CHUCTEMBI (B TOM YHCII€ UCKITIOUECHHE U3 0a30BOTO Habopa Mep, HEMOCPEICTBEHHO CBSI3aHHBIX C
WH(OPMAIIMOHHBIMHU TEXHOJIOTUSIMHU, HE HCIIOJIb3YeMbIMU B MH()OPMAIMOHHON CHCTEME, WIH
CTPYKTYPHO-(YHKIIMOHAIBHBIMU XapaKTEPUCTUKAMH, HE CBONCTBEHHBIMH WH(MOPMAIMOHHOM
cucreme);

YTOYHEHHE aJanTUpPOBaHHOTO 0a30BOro Habopa Mep mo obecrneueHuto 0e30MacHOCTH
MIEPCOHATBHBIX JIAHHBIX C YICTOM HE BBIOPAHHBIX paHee Mep, MPUBEICHHBIX B MPHUIIOKCHUH K
HACTOSAIIEMY JOKYMEHTY, B pe3ylibTaTé 4Yero ONpeNessioTCs Mepbl 10 00ECIEeUeHUIO
0€30MacCHOCTH TIEPCOHAIBHBIX JAHHBIX, HAMPABICHHBIC HA HEUTpATU3aIMI0 BCEX aKTyaJbHBIX
yrpo3 0€30MacCHOCTH MEPCOHANBHBIX JTAHHBIX JUISI KOHKPETHON HHPOPMAITMOHHONW CUCTEMBI,

JIOTIOTHEHHE YTOYHEHHOTO aJanTHPOBAHHOTO 0a30BOro Habopa Mep Mo 0O0eCIeHeHUIO
0€30MacHOCTH MEePCOHATBHBIX TaHHBIX MEpaMH, 00ECIICUNBAIOIIIUMHU BBITIOJHEHUE TPEOOBaHMI
K 3alUTe TEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIMH WHBIMA HOPMATHUBHBIMH IPABOBBIMHU
aktaMu B oOmactu oOecrieueHUsT OE€30MACHOCTH TEPCOHAIBHBIX JAHHBIX U 3allUTHI
UH(pOpPMaLIUH.

10. Ilpu HEBO3MOXKHOCTH TEXHHUYECKOW pealu3alliyd OTACIbHBIX BBIOpAaHHBIX MEp IO
oOecrieyeHHI0 0€30MacHOCTH TEPCOHANBHBIX JAHHBIX, a TaKXKE C YYETOM IKOHOMUYECKOU
1enecooOpa3HOCTH Ha JTanmax ajganTtanuu  0a3oBoro Habopa Mep W (MJM) YTOYHEHHUS
aJlanTUPOBAaHHOTO 0a30BOro Habopa Mep MOTYT pa3palaThiBaThCs MHbBIE (KOMIIEHCHUPYIOIIHE)
Mephl, HalpaBJICHHbIC HA HEUTpATU3AIMIO aKTyallbHBIX yrpo3 0€30MacHOCTH TMEPCOHAIBHBIX
JTAaHHBIX.

B srom ciiydae B xoze pa3paOOTKH CHCTEMBI 3aIlIUThI IEPCOHATBHBIX JAaHHBIX JOKHO
OBITh TIPOBEACHO OOOCHOBAaHHME TPUMEHEHHS KOMIICHCHUPYIONIUX Mep i OOecleueHUs
0€30MMacHOCTH TIEPCOHABHBIX JIAHHBIX.
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11. B ciydae ompeneneHus B COOTBETCTBUH C TpeOOBaHUAMY K 3aIUTe MEPCOHATBHBIX

npu ux o0paboTke B MHGOPMAINMOHHBIX CHCTEMaxX MEPCOHAIBHBIX JAaHHBIX, YTBEPKIACHHBIMU
noctanoBieHueM I[IpaButensctBa Poccuiickoit ®@enepannu ot 1 HOsOps 2012 1. Nell19, B
KaueCcTBE aKTyaJIbHBIX YIpo3 OE€30MacHOCTH NEPCOHANBHBIX JaHHBIX 1-TO U 2-TO THUIIOB
JOTIOTHUTEIBLHO K MEpaM MO 00eCIeUeHUI0 0€30MaCHOCTH MEPCOHATBHBIX JIAaHHBIX, YKA3aHHBIM
B IIYHKT€ 8 HACTOSILEr0 TOKYMEHTA, MOT'YT IPUMEHSTHCS CIAEAYIOIIUE MEPBI:

MPOBEPKAa CUCTEMHOTO M (WIM) NPUKIAAHOTO MPOTPAMMHOr0 O0ECTICUECHHS, BKIIOYAs
MPOrpaMMHBIN KOJI, HA OTCYTCTBHE HEJEKJIapUPOBAHHBIX BO3MOXHOCTEH C HCIOJIb30BAHHEM
aBTOMATH3UPOBAHHBIX CPEACTB U (MJIH) O€3 UCIIOJIb30BAHUS TAKOBBIX;

TECTUPOBAHUE MHPOPMAIIMIOHHONW CUCTEMbI Ha MPOHUKHOBEHUS;

UCIIOJIb30BaHUE B WH(OPMAIIMOHHON cHUCTeME CHUCTEMHOr0 W (WJIHM) MPHUKIAJIHOTO
MPOrpaMMHOI0 OO€CIeUeHUs], pa3padOTaHHOTO C HCIOJIb30BAHMEM METOJIOB 3alIUIIIEHHOTO
MPOrpaMMHUPOBAHHSL.

12. Tlpu wucnonb3oBaHUM B HWHMOPMAIMOHHBIX CHUCTEMAaX CEPTH(PHUIUPOBAHHBIX I10
TpeboBaHUsIM 0€30MacHOCTH HHGOPMAIIUU CPEACTB 3aIUTH HHDOPMAIIUU:

a) st obecnieuenuss 1 W 2 ypoBHEW 3alMIEHHOCTH TEPCOHANIBHBIX JaHHBIX
MIPUMEHSIIOTCA:

CpeICTBa BBHIYMCIUTEIbHON TEXHUKH HE HIDKE 5 Kilacca,

CUCTeMBbl OOHApYy>KEHHUsI BTOPKEHUN M CPEICTBA aHTUBUPYCHOW 3alIUTHl HE HUXKe 4
KJ1acca;

ME)KCETEBBIE DKpPaHbl HE HIDKE 3 Kilacca B CIIydae aKTyaJbHOCTH yrpo3 l-ro wim 2-ro
TUTIOB WM B3aUMOJICHCTBUS  MH(QOPMAIMOHHOW  CHUCTEMbI ¢  WH(OPMAIMOHHO-
TEIEKOMMYHHUKAIIMOHHBIMU ~ CETAMH  MEXAYHApOAHOr0 HWHGOPMAIMOHHOTO oOOMeHa U
MEXKCETEBbIE 3KpaHbl HE HIKE 4 Kiacca B clly4ae aKTyalbHOCTH YIpo3 3-TO THUIA U OTCYTCTBUS
B3aMMO/ICHCTBUS WH(OPMAIIMOHHON CHUCTEMBI ¢ WH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIMH
CETSIMU MEKIYHAPOIHOTO HHPOPMAIIMOHHOTO OOMEHa;

0) st oGecnieueHnst 3 ypOBHS 3alTUIIIEHHOCTH TIEPCOHANBHBIX TAHHBIX TPUMEHSIOTCS:

CPEACTBA BBIYMCIUTEIBHON TEXHUKU HE HUXKE 5 Kilacca;

CHUCTEMBl OOHapY>KEHHUsI BTOPKEHHH W CpEJICTBA AHTUBUPYCHOM 3alllUTHl HE HUXKE
4 xnacca 3aUUThl B ClIy4ae aKTyalbHOCTH yIrpo3 2-r0 THUMA WM B3aUMOJCHCTBUS
MHQOPMAIIMOHHONW  CHUCTeMBl €  HUH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA  CETSIMU
MEXIyHApOJHOTO HWH(OPMAIIMOHHOTO OOMEHa ¥ CHCTEMbl OOHApyXKEHUsS BTOPXKCHUH U
CpeICcTBa AaHTHUBUPYCHOM 3allUThl HE HUXKE 5 Kjacca 3alllUThl B Clyd4ae aKTyaJlbHOCTH yIpo3
3-ro TWIMAa W OTCYTCTBHS B3aUMOJICUCTBHUS HH(GOPMAIMOHHOW CHUCTEMBbI ¢ HMHGOPMAIMOHHO-
TEJICKOMMYHHUKAITMOHHBIMU CETSIMH MEKyHAPOJIHOTO WH(GOPMAIMOHHOTO OOMEHa;

MEXKCETEBbIC PKpaHbl HE HUXKE 3 Kilacca B Cydyae aKTyaJlbHOCTH Yrpo3 2-TO TUIA WIH
B3aUMOJICHCTBUSI MH(POPMAIIMOHHOW CHUCTEMBI ¢ WH()OPMAIMOHHO-TEICKOMMYHUKAITMOHHBIMHU
CeTSIMU MEXIYHAPOTHOTO HH(POPMAIMOHHOTO OOMEHa M MEXKCETEBBIC SKpaHbl He HIke 4
Kjlacca B Clly4ae aKTyaJlbHOCTH YIrpo3 3-r0 TUMAa W OTCYTCTBUSA B3aWMOJCHCTBUS
WHPOpPMAIIMOHHONW  CHUCTEMBl C  HHGOPMAIMOHHO-TEIICKOMMYHUKAIIMOHHBIMA  CETSIMU
MEXTYHAPOTHOTO HHPOPMAITMOHHOTO 0OMEHA;

B) Jutsi o0ecrieueHust 4 ypoBHS 3alIUIIIEHHOCTH IEPCOHAIBHBIX JAHHBIX TPUMEHSFOTCS:

Cpe/CTBa BIYMCIUTEIbHOW TEXHUKH HE HIKE 6 Kilacca,
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CUCTEMBI OOHApPY>KEHMsSI BTOPKEHUN M CPENCTBA AHTUBUPYCHOM 3aIlUTHl HE HUXKE

5 xmacca;

MEKCETEBBIC SKPaHbI 5 Kjlacca.

Jlnst obecnieuenust 1 u 2 ypoBHEH 3alIUIIIEHHOCTH NMEPCOHAIBHBIX JTAHHBIX, & TAKKE TS
oOecrieueHus 3 YpOBHS 3alIUIIEHHOCTH TEPCOHANBHBIX JaHHBIX B HWH()OPMAIMOHHBIX
CUCTEMaX, JIJI1 KOTOPBIX K aKTyaJIbHBIM OTHECEHBI YTPO3bl 2-TO THUIA, IPUMEHSIOTCS CPEICTBA
3auThl HHGOPMAIMU, TPOrPaMMHOE 00ECIIeUeHHe KOTOPBIX MPOILIO MIPOBEPKY HE HUKE YEM
110 4 YpOBHIO KOHTPOJISI OTCYTCTBUSI HEAEKJIAPUPOBAHHBIX BO3MOXKHOCTEH.

13. IIpu wucnonp3oBaHMK B WHOOPMAIMOHHBIX CHCTEMaxX HOBBIX HH()OPMAIIMOHHBIX
TEXHOJIOTUH U BBISABJICHUU JOMOJHUTEIBHBIX YIPO3 0€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX, NS
KOTOPBIX HE OMpeAeTeHbl Mephbl oOecredeHuss X 0e30MacHOCTH, JODKHBI pa3pabaThiBaThCs
KOMIIEHCUPYIOIIME MEPBI B COOTBETCTBUU € IMMYHKTOM 1() HACTOSAIIEr0 JOKYMEHTA.



[Tpunoxenue k CocTaBy U COACPKAHHIO
OpPTaHU3aIMOHHBIX U TEXHHYECKUX MEp I10
obecrieueHNI0 0€30MaCHOCTH MePCOHATBHBIX
JAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX
crcTeMaXx MePCOHABHBIX JaHHBIX

CocraB 1 coaepkaHue Mep 1o, o0ecreyeHHI0 0e30MacHOCTH NMEePCOHAJBHBLIX TaHHBIX,
H606XOI[I/IMLIX AJIHA o0ecneueHus KaMJI101r0o m3 yPOBHEﬁ 3AIUMIICHHOCTH
MEPCOHAJIBHBIX JTAHHBIX

YcnoBHoe Conepsxanue mep 1mo 06ecredeHu o 0€30MacHOCTH YpoBHU

o0o3Haue MEPCOHATBHBIX JTAHHBIX 3aMUIICHHOCTH
HUE U MIEPCOHATBHBIX
HOMEDP JTAHHBIX
Mepbi 77321

[. Unentudukanus u ayreHTUUKALNS CYOBEKTOB IOCTyNa U 00beKTOB nocTyna (MAD)

UA®.1 | Vnentuduxarms wu ayremTudukanms mnons3osateneir| + | * | t |+
SBJISIIOLIIUXCSL paOOTHHUKAMU OoTiepaTopa

NA®.2 | Vnentuduxamus u ayTeHTHPUKAHMSA yCTPOHCTB, B TOM tf
YKCIIe CTAMOHAPHBIX, MOOUIIBHBIX U MOPTATUBHBIX

UA®3 | ynpapnenne unentndukaTopamu, B ToM uucne cosmanme,| + |t |t |+
IPHCBOEHNE, YHUUTOKEHHE HACHTH()HKATOPOB

UA®.4 | ynpapnenune cpencreamu ayreHTHHKAIMH, B TOM uncie| + S L B
XpaHEHUe, Bbllaua, MHUIMAIU3ausl, OJIOKUpOBAaHUE CPEJICTB
ayTeHTU(UKAIUU U IPUHATUE MEP B Cllydae yTpaTbl U (UJIN)
KOMITPOMETALIUU CPEJICTB ayTeHTU(PUKALUN

UA®.5 | 3amura 06paTHOI CBA3M IpH BBOJIE ayTeHTU(DHUKAMOHHOM| + A A
uH(bOopMaLuu

UA®.6 | Vinentudukarms u ayreHTHdHKamus noib3oatenci, ne| + S L B
MBIIAIOIIMXCS ~ pPa0OTHUKAMU  omepatopa  (BHEIIHHX
M0JIb30BaTENICH )

Il. YnpaBnenue goctynom cyObekToB noctyna k oobekram goctymna (YIII)

YUA.1 | Vnpapnenne (3aBeneHue, akTUBALMs, OJIOKHpOBaHHE | T A A
YHUUYTOXKEHHE) YUETHLIMU 3AMUCIMU TI0JIb30BATENEH, B TOM




YKCJIC BHEITHUX MOJIb30BaTEICH

VT2

Peanuzanus HeoOXOIUMBIX METOIOB (IUCKPELMOHHBIMN,
MaHJIaTHBIN, POJICBOM WM WHOW METOM), THMOB (YTCHHE,
3aMKCh, BBINOJHEHWE WA HWHOW THUI) MW TIPaBUI
pa3rpaHUYEHUs T0CTYIA

VIIJL3

VYnopasnenue (QuibTpanusi, MapHIpyTH3aIUs, KOHTPOJIb
COCIMHEHUM, OJIHOHANpABIICHHAs] TMepeladya U HUHBIE
crocoObl  ympaBiieHHs1)) HWHGOPMAIIMOHHBIMU  TOTOKAMHU
MEXJy yCTPOMCTBaMH, CerMeHTaMu HHGOPMAIMOHHOMN
CHUCTEMBI, a TaKXKe MEXy UH(GOPMAIMOHHBIMU CUCTEMAMHU

VIIL.4

Paznenenne  momHoMoumit  (pojedl)  mosb30BaTenei,
aQIMUHUCTPATOPOB u L, oOecreynBarouInX
(byHKIMOHMPOBaHUE NHPOPMALIMOHHOW CUCTEMBI

VL5

Ha3znaueHne MHMHUMaNbHO  HEOOXOAMMBIX TIpaB M|
NPUBWIETUI TMOJIb30BATENSAM, AJIMUHUCTpPATOpaM M JIULAM,
oOecreunBaroluM  (YHKIIMOHUPOBaHUE HWH(OPMAIIMOHHON
CUCTEMBI

VTIJL.6

OrpaHuyeHre  HEYCHEIIHbIX  MOMNBITOK  BXoJa B
MH(OPMALIMOHHYIO CUCTEMY (AocTyna K MH(OPMALMOHHOM
crucTeme)

VIIL7

[IpenynpexxaeHue Monb3oBaTedsl MpU  €ro BXOJAE B
MH(OPMALIMOHHYIO CUCTEMY O TOM, YTO B MH(OPMAIIMOHHOMN
CHUCTEME  pEaJlM30BaHbl  Mepbl IO  OOECHEYEHUIO
0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX, 1 O HEOOXOJIUMOCTH
COONIIOICHUSI ~ YCTAHOBJIEHHBIX  ONEPAaTOpPOM  IpaBHII
00pabOTKH MEPCOHANBHBIX JaHHBIX

VIIL8

OnoBelieHre MNOJIb30BaTENS IOCIE YCIENIHONO BXOJa B
MH(OPMALIMOHHYIO CHUCTEMY O €ro MHpelblaylleM BXOJE B
MH(OPMALIMOHHYIO CUCTEMY

VTIJI.9

OrpannueHne 4ucia napajuleibHbIX CEAaHCOB JOCTYIA A
KaKJIOW YYETHOHM 3amyCH TOJIb30BaTelss MHOOPMAIMOHHON
CHUCTEMBI

V.10

bnokupoBanue ceaHca JocTyna B HH(GOPMAIMOHHYIO
CHUCTEMY II0CJIE€ YCTAHOBJIEHHOIO BpEMEHM Oe3aeicTBus
(HEaKTUBHOCTH) MOJIb30BATEISl WIIH 110 €0 3a1pocy

VI 11

Pa3pemenne (3ampeT)  ACHCTBMI  TOJIb3OBATENCH,
[pa3peIIeHHBIX 10 UACHTU(DHUKAIIUY U ayTeHTUPUKAIUK

VI 12

[Tognepxka u coxpaHeHHE aTpuOyTOB OE30MAaCHOCTH
(MeTok ©0€30MacHOCTH), CBA3aHHBIX C HHpoOpMauuend B
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Mpoliecce ee XpaHeHus U 00paboTKu

VITA.13 Peanusanms 3alUIIEHHOTO yIaJIEHHOTO nocryma| t
CyOBEKTOB JOCTyna K OOBEKTaM JO0CTyIla 4epe3 BHEIIHHE
WH()OPMaAIMOHHO-TEIEKOMMYHUKAITMOHHBIE CETH

YIIA.14 PermamenTanusi ¥ KOHTPOJIb  WCIIOJABb30BaHHS B T
UH(POPMALIMOHHON CHUCTEME TEXHOJIOTUH OeclpoBOAHOIO
nocTyna

YITAI5 PermamenTanusi ¥ KOHTPOIb  WCIIOJABb30BaHHS B T
UH(POPMALIMOHHONW  CUCTeME MOOWJIBHBIX TEXHHYECKHX
CPEICTB

YIIA.16 VipasieHue B3auMOJEHCTBHEM C WHOOPMAIMOHHBIMH| T
cUCTeMaMu CTOPOHHUX opraHu3anui (BHEIIHUE
1H(OPMALIMOHHBIE CUCTEMBI)

YIIA.17 Obecnieuenue JIOBEPEHHOMN 3arpy3Ku CpPE/CTB

BBIUKMCJIUTECIILHOM TEXHUKHU

II1. Orpannvenune nporpammuoii cpeast (OI1C)

OIC.1 VYnopasieHue 3amyckoM (0OpamieHusiMH) KOMIIOHEHTOB
MPOrpaMMHOTO OOeCleYeHHs, B TOM YHUCJEe ONpeJeICHHE
3allyCKaeMbIX  KOMIIOHEHTOB, HAacTpoWKka TMapaMeTpoB
3allyCcKa  KOMIIOHEHTOB,  KOHTpPOJIb 32  3allyCKOM
KOMIIOHEHTOB ITPOTrPAMMHOI0 00ecTeueHus

OIIC.2 VYnpaBiieHue yCTaHOBKOW (MHCTAJUIAIMEH) KOMIIOHEHTOB
POrPaMMHOI0 OOecTeYeHHs, B TOM 4YHCIIe OIpEeeIeHUe
KOMIIOHEHTOB,  TOJUIeKAIlMX  YCTaHOBKE,  HACTpoWKa
napaMeTpoB  YCTAHOBKM KOMIIOHEHTOB, KOHTpOJIb 34
YCTAaHOBKOW KOMIIOHEHTOB MPOTPAMMHOT0 00eCIeYeHHUSI

OIIC.3 VYcraHoBka (MHCTAUISILMSA) TOJBKO Pa3pelieHHOro K
MCIIOJIb30BAHUIO TIPOTPAMMHOI0 oOecrieyeHust U (WiHn) ero
KOMITOHEHTOB

OIIC.4 VYnpasienue BpeMeHHbIMU (haiijlaMu, B TOM YHCIIE 3aIpeT,
paspeleHue, — IEepeHanpaBi€HUE  3alKucH,  YyJaJeHHUe

BPEMEHHBIX (ailioB

IV. 3ammra MalmmHHBIX HOCUTENEH epcoHaNbHbIX TaHHbIX (3HI)

3HU.1 Yuer MallIMHHBIX HOCUTEIIEH IEPCOHAIBHBIX TaHHBIX

3HU. 2 praBHeHI/Ie A0CTYyIIOM K MalllMHHBIM HOCHUTCIISIM
TNCPCOHAJIBHBIX TAHHBIX

3HN.3 KonTpoub IepEMEILICHUS MAaIITHHBIX HOCUTEJIEN
[MEPCOHAIIBHBIX JAHHBIX 32 IPEAEIbI KOHTPOIUPYEMOU 30HBI

3HN.4 HcknroueHue BO3MOXHOCTHU HCCAHKIIMOHUPOBAHHOTO
O3HAKOMJICHUS C COACPIKAHHUCM TMICPCOHAJIBHBIX HOAHHBIX,
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XPaHAIIUXCA Ha MalllTMHHBIX HOCHTCIIAX, 151 (I/IJ'II/I)
HCII0JIb30BAaHUSI HOCUTEIICH MNCPCOHAJIBHBIX HTAHHBIX B HMHBIX
I/IH(i)OpMaHI/IOHHBIX cucreMax

3HI.5

KonTpons ucnons3oBanus uHTEp(hEcoB BBoJa (BbIBOJA)
uHGOpMallMd Ha MAIMHHbIE HOCHUTEIN MEPCOHATBHBIX
JTAHHBIX

3HI.6

KonTpons BBOAa (BbIBOAA) MH(OpPMAIMU HA MAaIIMHHbBIE
HOCHUTEJIN MEPCOHAIBHBIX TAHHBIX

3HIN.7

KOHTpOJ'IB IHOAKJIOYCHUA MAallIMHHBIX HOCHUTEJICH
I[ICPCOHAIIBHBIX TaAHHBIX

3HI.8

YHUUTOXKEHUE (cTupanwue) WIn 00e3TMIrBaHNe
NEPCOHANBHBIX JAHHBIX Ha MAIIMHHBIX HOCUTENSX MPU UX
nepefade  MEXIy — IOJIb30BATENIIMH, B  CTOPOHHHE
OpraHW3aIlliy JUIsl PEMOHTA WJIM YTWIN3alldd, a TaKKe
KOHTPOJIb YHUUTOXXCHUS (CTUPaHUS) WIH 00€3IMUNBaHUS

V. Peructparus coobituii 6e3onacuoctu (PCBH)

PCb.1

Onpenenenue coOBITHI  ©€30MACHOCTH, IOJICIKAITUX
PETUCTPAINH, M CPOKOB MX XpaHEHUS

PCB.2

OnpeneHeHI/Ie coCTaBa M COACpKAHUA I/IH(bOpMaI_II/II/I o
COOBITHIX 6630HaCHOCTI/I, IMOICKAIINX PCTrUCTpalli

PCB.3

COop, 3amuch W XpaHeHHe HWHGOPMAIMH O COOBITHIX
0€30MacHOCTH B TEUEHUE YCTAHOBIECHHOTO BPEMEHH
XPaHCHUS

PCb.4

PearupoBanne Ha cOOM TpU perUCTparil  COOBITHIA
0e301acHOCTH, B TOM YHCIIE anmnapaTHble W MPOrpaMMHbIE
omnOKu, cOOM B MexaHM3Max cOopa HHPopMaLUU WU
JOCTHKEHUE TIpeJiesia WK MepenoyiHeHus o0beMa (EMKOCTH)
naMsTu

PCB.5

MoHuTOpHUHT (mpocMmoTp, aHau3) pe3yJIbTaTOB
perucTpanuu coObITUI 0€30MmacHOCTH W PearupoBaHHE Ha
HUX

PCb.6

I'enepupoBanue BPEMEHHBIX METOK u (nnn)
CUHXPOHH3AIUSI CUCTEMHOTO BPEMEHU B WH(OPMAIIMOHHON
CUCTEME

PCB. 7

3ammra nHGOPMAITHU O COOBITHSIX 0€30MaCHOCTH

VI. AutusupycHas 3aunmta (AB3)

AB3.1

Peanu3anus aHTUBHPYCHOM 3aILIATHI

AB3.2

OO6HoBneHne 0a3bl JaHHBIX NPU3HAKOB BPEIOHOCHBIX

KOMITBIOTEPHBIX IPOrpaMM (BUPYCOB)

VII. O6napyxenue Bropxenuit (COB)
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COB.I OOHapyKeHHE BTOPKCHHIMA + | +

COB.2 OO6HOBNIeHNE 6a3bI PEIIAOIINX TPABIIT + |+
VIII. Kontpons (aHanu3) 3aiiyieHHOCTH NepCOHaIbHBIX JaHHbIX (AH3)

AH3.1 BulsBieHre, aHamu3  yA3BUMOCTEH MH(DOPMALMOHHOMN L I A
CHCTEMBI M OIEPATHBHOE YCTPAHEHHE BHOBbL BBIABICHHBIX
YSI3BUMOCTEHN

AH3.2 KOHTpOJb  YCTAHOBKHM  OOHOBJIEHHUI  IIPOrpaMMHOIO L I A
oOecrieueHnsi, BKIKOYas  OOHOBJIEHHE  MPOrPAMMHOIO
00€eCIIeueHUs CPEICTB 3aIlUThI HHPOPMALIUH

AH3.3 KoHTpoisis paboToCocOOHOCTH, MapaMeTPOB HACTPONKH U L L B
PaBUIILHOCTH (G YHKIMOHMPOBAHHUSI IPOrPaMMHOIO
00€eCIIeUYEHUs U CPEJCTB 3allUThl HHOPMAIIUH

AH3.4 KOHTpOJIb COCTaBa TEXHUYECKUX CPEICTB, MPOrPAMMHOIO L L B
00eCIIeUeH s U CPECTB 3allUThl HHGOPMAIMU

AH3.5 + +

Kontpones mnpaBun reHepalMd W CMEHBI  Iapojei
M0JIb30BaTeNell, 3aBe/IEHUs] U yJAJIEHUsl YYETHBIX 3aIluceit
MoJib30BaTeNell, pealn3allid  OpPaBUI  pa3TPaHUYCHHUS
0cTyna, NOJTHOMOYUH TMOJb30BaTeNleld B UHPOPMAIMOHHON
cucTeMe

IX.Obecrnieuenue 11e10CTHOCTA HH(GOPMAIIMOHHOM CUCTEMBI U TepcoHaNIbHBIX JaHHBIX (OLLJT)

OLUT1

KoHTposb  1EIOCTHOCTH MPOrpaMMHOTO  OOeCIICUeHUS,
BKJIIOYass MporpaMMHOe oOecredeHre CpeJCTB 3allUTh
nHbOpMaIK

+

+

OlLl1.2

KoHTponb  HENOCTHOCTH  TEPCOHANBHBIX  JIAHHBIX,
coziepkaiuxcs B 6a3ax JaHHBIX HHPOPMAIIMOHHONW CUCTEMBI

OLl1.3

ObecrieueHne BO3MOXHOCTH BOCCTaHOBJICHUS
[MPOrPaMMHOTO  OOECIeYeHHs, BKIIOYas MPOrpaMMHOE
oOecrieyeHre  CpeICTB  3allUThl  HHPOpPMAIUHU, TPHU
BO3HUKHOBEHUU HEIITATHBIX CUTYaI[Ui

OLUL4

OOHapyxeHHe W pearupoBaHME Ha TIOCTYIJICHHE B
MH(POPMAIOHHYIO cCUCTEMY He3alpamBaeMbIX
DJIEKTPOHHBIX COOOIICHHH (MMCeM, JOKYMEHTOB) M HHOU
nH(OpMAllMM, HE OTHOCAIIMXCA K (PYHKIIMOHUPOBAHHIO
MH(OPMAIIMOHHOM CHCTEMBI (3aIIUTa OT criama)

OLLL 5

Kontpones conmepkanusi nHdopMaum, mnepegaBacMol u3
MH(GOPMAIIMOHHONW CUCTEMbI (KOHTEHHEpPHBIH, OCHOBAHHBIH
Ha CBOWMCTBaX O0OBEKTa JOCTyna, W (WIM) KOHTCHTHBIH,
OCHOBaHHBbIII Ha IIOMCKE 3alpelleHHOW K Iepenade
MH(OPMALIMK C MCIOJIb30BAHUEM CUTHATYpP, MAaCOK M MHBIX
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METOJIOB), M HCKJIIOYEHHE HEMPaBOMEPHOM Tmepenadyu
uH(pOpMaLUU U3 UHPOPMAITMOHHON CUCTEMBI

OLUL.6 OrpanuyeHre  mpaB  TOJb30BaTeleil MO  BBOAMY)
uH(pOpMaluy B UHPOPMAITMOHHYIO CUCTEMY

OLUL7 KoHTpoab TOYHOCTH, MOTHOTHI U MPABHIBHOCTH JAHHBIX,
BBOJIMMBIX B HH()OPMAIIMOHHYIO CUCTEMY

OLJL.8 KoHnTpons ommOOYHBIX AEUCTBUN MOJB30BATECH TIO
BBOJAY MW (MiM) TIepeAade MEepCOHAIbHBIX JAHHBIX WU
MpEIYIPEXKICHAC MOJIb30BaTEIEH 00 OIMOOYHBIX
IeHCTBUSAX

X. OGecrieueHue 1OCTYMHOCTH nepcoHanbHbIX faHHbIX (O[T)

OI[TI Hcnonp3oBaHue OTKaSOYCTOﬁqHBBIX TCXHUYCCKUX CPCACTB

OAT.2 Pe3epBupoBaHue TEXHUYECKUX CPEIACTB, MPOrPaMMHOIO
oOecrieueHus, KaHaJIOB INepenadd HH(pOpManuu, CpeAcCTB
oOecriedyeHust  (QYHKIMOHUPOBAHUS  WH(GOPMALMOHHOU
CUCTEMBI

OAT.3 Kontpois 0€30TKa3HOTO (G YyHKIMOHUPOBAHUS
TEXHUYECKHX CpPEJCTB, OOHApyXEHUE M JIOKAIHU3aIUsl
OTKa30B  (YHKIIMOHMPOBAHUS,  MNPUHATHE  Mep IO
BOCCTAHOBJICHUIO OTKA3aBIIMX CPEJICTB U UX TECTUPOBAHUE

OAT .4 [leproguueckoe pe3epBHOE KOMUPOBAHUE MEPCOHATBHBIX
JTAaHHBIX HA PE3E€pPBHBIC MAIIMHHbIE HOCUTENHU MEPCOHAIBHBIX
TAaHHBIX

OAT. 5 ObecnieueHne BO3MOKHOCTHU BOCCTaHOBJICHUS

[EPCOHAIBHBIX JAHHBIX C PE3EPBHBIX MAIIMHHBIX HOCUTENEH
NEPCOHANBbHBIX JaHHBIX (PE3E€pPBHBIX KOMHI) B TEUCHHE
YCTAaHOBJIEHHOTO BPEMEHHOT'O UHTEpBaia

XI. 3amura cpensl BupTyanusanuu (3CB)

3CB.1 Unentudukanus 1 ayreHTHGUKALUS CyOBEKTOB J0CTyna | T
00BEKTOB JIOCTyINa B BUPTYaIbHOM MH(PACTPYKType, B TOM
yyclie  aJIMUHUCTPATOPOB  VYIPABIEHUS  CPEACTBAMU
BUPTYaIu3aluu

3CB.2 VIpaBlieHHE JOCTYIIOM CYOBEKTOB J0CTyNa K OObekTam| T
nocTyna B BUPTYaldbHOW HH(QpACTpyKType, B TOM YHUCIE
BHYTPH BUPTYAJIbHBIX MAlllUH

3CB.3 Peructpanus coObiTHii 0€30MaCHOCTH B BUPTYaJIbHOM
uH(pacCTpyKType
3CB4 VYnpasneane (QuiabTpamus, MapUIpyTH3alMs, KOHTPOJb

COC/IMHEHUs, OJHOHANpPABJICHHAs IepeAada) MOTOKAMHU
MH(GOPMALIUUA MEXAY KOMIIOHEHTAMU
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BUPTYaJbHOM HHQPPACTPYKTYphI, a Takke M0 MNEPUMETPY
BUPTYaJIbHON HHPPACTPYKTYPHI

3CB.5

JloBepeHHass ~ 3arpy3ka  CEpBEpOB  BHUPTYyaJIU3aluH,
BUPTYaJIbHOM MalINHbI (KOHTEITHepa), CEpBEPOB YIIPABIICHUS
BUPTYyaJIN3aLCH

3CB.6

VYrpaBieHHEe TEpPEeMEIICHUEM  BUPTYaIbHBIX — MAaIIUH
(koHTEItHEPORB) M 0OpabaThIBAEMbIX Ha HUX JAHHBIX

3CB.7

KoHTposb 11eT0CTHOCTH BUPTYAIbHOW MHPPACTPYKTYPHI U
ee KoH(pUryparmit

3CB. 8

PesepBHOe  KkOnMMpOBaHWE  JAHHBIX, pPE3EPBUPOBAHUE
TEXHUYECKHX  CPEJICTB, MPOrpaMMHOI0  oOecreyeHus
BUPTYaJbHOM HMHQPACTPYKTYphl, a TaKXe€ KaHaJOB CBS3U
BHYTPU BUPTYaJIbHOU HHPPACTPYKTYPHI

3CB.9

Peanmusanus u ynpaBineHue aHTHBUPYCHOW 3alUTON B
BUPTYaJIbHOU HH(PPACTPYKTYpE

3CB.10

PazOuenne BupTyanmpHOW HH(PACTPYKTYpHI HA CETrMEHTHI
(cerMeHTUpOBaHHUE BUPTYaJbHOU WHQPACTPYKTYpbI) JUIS
00paboTKu MePCOHATBHBIX JTAHHBIX OT/IENTbHBIM
MOJIb30BaTeNeM U (WJIM) TPYIION MOIb30BaTeNIeH

XII. 3amura Texanueckux cpencts (3TC)

3TC.1

3amura wHPOpManuu, 00pabaThIBAeMOW TEXHUYECKUMHU
CpeICTBaMU, OT €€ YTEUKH 10 TEXHUYECKUM KaHajlaM

3TC.2

Opranuzanust KOHTPOJUPYEMOW 30HBI, B Mpeaenax
KOTOPOMl ~ TOCTOSSHHO  pa3MEIIaloTCsl  CTalMOHApHBIE
TEXHUUYECKHE CPeJCTBa, 00pabaThiBaloIue HHPOPMALUIO, U
CpelCTBa 3allluThl HMHQOpPMALUU, a TaKkKe CpeaAcTBa
oOecrieyeHus1 QyHKIMOHUPOBAHUS

3TC.3

Kontpons wu ynpaBieHue (QHU3NUECKUM TOCTYIIOM K
TEXHUYECKHM CPEJICTBaM, CPEACTBAM 3aIIUTHI HHPOPMAIIHH,
cpenctBaMm oOecrnedeHus: (PYHKIMOHUPOBAHUSA, a TAaKXKe B
MOMEIICHNUS M COOPYKCHHS, B KOTOPBIX OHH yCTAHOBIICHBI,
VCKJIIOYAIOII1e HECAHKI[MOHUPOBAHHBIN busnueckuit
nocTyn K cpenctBaMm o0paboTku MHGOpMaIUU, CpeicTBam
3amuTel  WHQOpPMAIMKM HW  CPEACTBAM  OOECICUCHHUS
GyHKUMOHMpPOBaHUS ~ WH(POPMAIIMOHHOW  CHCTEMBI, B
MOMEIICHNS U COOPY>KEHHSI, B KOTOPBIX OHU YCTaHOBJICHBI

3TC.4

Pa3memienne  ycTpoHcTB ~ BbIBOAAa  (OTOOpaskeHHUs)
MH(pOPMALIUY, HCKIIOYAIOIIEe €€ HECAaHKIMOHUPOBAHHBIM

IPOCMOTP
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3TC.5

3ammTa OT BHENIHUX  BO3ACHCTBUN  (BO3IEHCTBHI
OKPY’KaroIIeH cpefibl, HeCTAOUIILHOCTH JJIEKTPOCHAOKEHHUS,
KOHUIIMOHUPOBAHUS W MHBIX BHEITHUX (aKTOPOB)

XIII. 3anuTa nHOOPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBs3U U niepeaaun naHHbIX (3UC)

31C.1

Paznenenne B umHGOpMAIIMOHHOW cHucTeMe (QYHKIIUNA TIO
yIpaBiIeHUI0  (aAMUHUCTPUPOBAHUIO) HMH(POPMALMOHHON
CHUCTEMOM, yNpaBiIeHHUIO (aIMHUHUCTPUPOBAHHIO) CHUCTEMOMN
3aIUTHl MEPCOHAIBHBIX IaHHBIX, (PYHKIUI 1O 00paboTKe
EPCOHATBHBIX JTAHHBIX U MHBIX byHKIMI
WH(OPMALIMOHHON CHCTEMBI

+

3UC.2

[IpenoTBpaienue 3aJIePIKKU WIH pephIBaHUS
BBITIOJTHEHUSI TIPOIIECCOB C BBICOKHM IPHUOPUTETOM CO
CTOPOHBI IPOIECCOB C HU3KUM MTPHOPUTETOM

3UC.3

OGecrieueHue 3alIUTHl  MEPCOHAIBHBIX  JAHHBIX  OT
packpbITUs, MOTUMUKAIIMN U HaBsI3bIBaHUS (BBOJIA JIOKHOM
uH(poOpMaluK) MpU ee mnepenaye (MOATOTOBKE K Iepeaaue)
MO0 KaHajaM CBSI3M, HWMEIOIIMM BBIXOJ 32 MPEACIb
KOHTPOJIUPYEMOM 30HBI, B TOM 4YHCIEe OECIpPOBOIHBIM
KaHaJIaM CBSI3U

31UC.4

OOecrnieueHne JOBEpEHHBIX KaHaja, Mapuipyra MexIy
aJIMUHUCTPAaTOPOM, IOJB30BaTEeNIEeM M CPEACTBAMU 3aIUThHI
uHpopMaluy (PyHKIUSAMU OE30MAaCHOCTH CPEACTB 3aIIUThHI
MH(pOpMALIUN)

3UC. 5

3anpeT HECAHKIMOHWPOBAHHOM YJAJE€HHON aKTUBAIIMU
BUJICOKAMEP, MHUKPOGOHOB U  HHBIX MepUPEPUITHBIX
YCTPOWCTB, KOTOpPbIE MOT'YT aKTUBHUPOBATHCS YJAJE€HHO, U
OTOBEIIIEHUE  ToNib30BaTeNell 00  aKTHBAIUU  TaKUX
YCTPOWCTB

3UC.6

[lepemaya ¥ KOHTPOJb  IEJIOCTHOCTH  aTpUOYTOB
Oe3omacHOCTH  (METOK  0€30macHOCTH), CBSI3aHHBIX C
MEPCOHANBHBIMU JIAHHBIMU, TPU OOMEHE WMU C HWHBIMH
WH(OPMAIIMOHHBIMHU CHCTEMAMHU

3UC. 7

KoHTpons  CaHKIMOHUPOBAHHOTO M HCKIIIOYECHHE
HECAHKLMOHUPOBAHHOTO  MWCIOJb30BaHUSA  TEXHOJIOTHUM
MOOWJIBHOTO KOJa, B TOM YHCIE PEerucTpanus COOBITHH,
CBSI3aHHBIX C HCIOJB30BAHUEM TEXHOJOTHH MOOMIBHOTO
KOJ1a, UX AHAJIU3 U PearupOBaHNUE HA HAPYILICHHUs, CBA3aHHBIC
C MCMOJIb30BaHUEM TEXHOJIOTUH MOOMIBHOTO KOJIa

3UC. 8

KOHTpOHB CaAHKIIUOHUWPOBAHHOT'O u HCKIIIOYCHUC
HCCAHKIMOHHUPOBAHHOT'O HCIIOJIb30BaHU TEXHOJIOTUH
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nepefayd pedyd, B TOM 4YHCIE perucrpanus CoObITHH,
CBSI3aHHBIX C UCIIOJb30BAaHUEM TEXHOJIOTUI MepeAayu peydu,
X aHAJIU3 M pearupoBaHUE Ha HAPYILUEHMs, CBA3aHHBIE C
MCII0JIb30BAHMEM TEXHOJIOTUI NIEpelaul peun

3UC.9

KonTpomns CaHKLIIMOHUPOBAaHHOMN U UCKIIIOUEHUE
HECAaHKIIMOHUPOBAaHHON IMepesadyn BHJEOUH(poOpManuu, B
TOM 4YHCJIE PETUCTpalusl COOBITHI, CBSI3aHHBIX C Mepeaaden
BUJCOMH(pOpPMALlMK, MX aHaJIU3 M pearupoBaHUE Ha
HapyLIEHUs, CBSI3aHHBIE C Iepeaadel BUIeoOMHPpOopMalun

31C.10

[TonTBepxaenue MIPOUCXOKICHUS UCTOYHUKA
nHpopManuM, TOJy4YaeMOM B TIPOLIECCE OMPEACIICHUS
CETEBBIX aJIPECOB IO CETEBBIM HMMEHAM WA OMpPEACIICHUS
CETEBBIX UMEH IO CETEBBIM aJpecam

3UC.11

OO0ecrieuenue IIOJJIMHHOCTH CCTCBBIX COCIUHECHUMN
(CeaHCOB BSaHMOHeﬁCTBHH), B TOM 4YHUCJIC OJId 3alllMTBI OT]
IIOAMCHBI CCTCBBIX YCTpOﬁCTB " CCPBUCOB

31UC.12

Hckmouenne BO3MOKHOCTH OTPHUIIAHUS TOJI30BATENIEM
dakTa OTHOpaBKM  MEPCOHANBHBIX  JAHHBIX  JPYTOMY
MOJIb30BATEIIO

31C.13

HcknroueHue BO3MOXKHOCTHU OTpHUIAHUA II0JIb30BATCICM
(baKTa IMOJYUYCHHA IICPCOHAJIBHBIX HOAaHHBIX OT IpYyroro
I10JIB30BAaTCIIA

31C.14

Hcnonb30BaHue yCTPOWCTB TEPMHUHAIBHOIO JTOCTYIA IS
00paboOTKH MEPCOHATBLHBIX JaHHBIX

3UC.15

3amuTa apXuBHBIX (aillioB, TapaMeTpoB HACTPONKHU
CpPEeICTB  3alUThl  HUHPOpPMAIIMKM W  MPOTPaAMMHOTO
oOecrevyeHrsl ¥ UHbIX JIaHHBIX, HE TIOJIJICKAIUX U3MEHEHUIO
B IpoIiecce 00pabOTKU MePCOHATBHBIX JaHHBIX

3UC.16

Brosiienue, ananm3 u OJOKMpOBaHHWE B WH(POPMAIIMOHHON
CHUCTEMBI CKPBITBIX KaHAJIOB TIepeIaund HHPOpMAaIu B 00X0/]
PEaTM30BaHHBIX MEp WM BHYTPH Pa3peIICHHBIX CETEBBIX
[TPOTOKOJIOB

3UC.17

Pa3Ouenne wWHPOPMAIIMOHHONW CHUCTEMBI Ha CETMEHTHI
(cermeHTHpOBaHWE  WH(MOPMAIMOHHOW  CHCTEMBI) U
obecrieueHue 3aIIUTHI EPUMETPOB CErMEHTOB
WHGOPMAIIMOHHOW CUCTEMBI

3UC.18

OOecnieueHue 3arpy3kd M HCIOJHEHHS IPOrPaMMHOIO
oOecrieueHUs] C MAIIMHHBIX HOCHUTENEW TepPCOHAIbHBIX
TMAHHBIX, JTOCTYNHBIX TOJBKO JUISI YTEHHUS, U KOHTPOJIb

LCJIOCTHOCTU JAHHOI'O ITPOTpaMMHOI0 oOecreueHust
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31C.19 N3onauuss mnpoueccoB  (BBIMOJIHEHUWE IPOrpaMM) B
BBIJICJICHHOM 00JaCTH NaMSITH

31C.20 3ammra OecHpOBOJHBIX COECIUHEHUH, NPUMEHSEMBIX B + 0t
MHQOPMAIIMOHHOMN CHCTEME

XIV. BelsBiaeHre HHIMIEHTOB U pearupoBanue Ha HuX (MHLY)

MHII. 1 Omnpenenenue UL, OTBETCTBEHHBIX 3a  BBISABIICHUE S
WHIIMJICHTOB U pearupoBaHue Ha HUX

MHII 2 OOnapyxenue,  WIACHTHU(UKALIUA U perucrpaunus S
MHIIMJICHTOB

MHIIL.3 CBoeBpeMeHHOE MH()OPMHUPOBAHME JIUL, OTBETCTBEHHBIX S
32 BBIBJICHME WHLUACHTOB U pEarupoBaHUE HAa HHX, O
BO3HHMKHOBEHHUU HHIUJEHTOB B MH(POPMALIMOHHON cHCTEME
[0JIb30BATEISIMU U AIMUHUCTPATOPAMU

VHII.4 AHanu3 UWHIOUJIEHTOB, B TOM 4HCJIE OIpeieseHUe 0t
MCTOYHUKOB M NPUYUH BO3ZHUKHOBEHMS HHIMJEHTOB, a
TaKXe OIEHKA MX MOCIeICTBUI

VHIL. 5 [lpunaTHe Mep MO  YCTPAaHEHUIO  IOCIEIACTBHUHA 0t
WHIMICHTOB

VHII. 6 [InanupoBaHue W MPUHATHE MEP MO MPEIOTBPAIICHUIO 0t

IIOBTOPHOI'O BOBHUKHOBCHUA MHIIUACHTOB

nepcoHa bHbIX AaHHBIX (YK®D)

XV. Ynpasnenue koHpurypaiueir ”HGOPMAIIMOHHON CUCTEMbI M CUCTEMBI 3aIUThI

YK®.1 Ompenenenne JMIl, KOTOPBIM pa3penieHsl AEHCTBUS TI0 L L s
BHECEHUIO M3MEHEHUN B KOH(UTYpaIUuio UHPOPMAITMOHHON
CHCTEMBI U CUCTEMBI 3AIUTHI IEPCOHATBHBIX JAHHBIX

YK®.2 Vpasienue HU3MEHEHHAMH KOH(UTyparuu L I
UHOOPMAIIMOHHOM ~ CHCTEMBI M CHUCTEMbI  3alllUTHI
[EPCOHABHBIX JaHHBIX

YK®.3 + + | +

AHamM3 TOTEHIMATBHOTO BO3JCHCTBUSA TUIAHUPYEMBIX
M3MEHEHUH B KOH(GUTYpauu WHGOOPMAITMOHHON CUCTEMBI U
CHUCTEMBI 3alllMThl TICPCOHAJIBHBIX JIAHHBIX Ha OOeclieueHHE
3AIIUTHl  TIEPCOHANBHBIX  JIAHHBIX M COIIACOBaHHE
M3MCHCHHI B KOH(QUTYpaIuu WHGHOPMAIIMOHHOW CHCTEMBI C
JTOJDKHOCTHBIM JTMIIOM (paOOTHUKOM), OTBETCTBCHHBIM 3a
obOecrieueHre 0€30MacHOCTH MEPCOHATBHBIX TaHHBIX
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YKD.4 JlokymeHTUpOBaHKe  HMHpopManuu  (JAaHHBIX) 00 + ot
M3MEHEHUAX B KOHQUIypauun HH(GOPMALMOHHON CHCTEMBI
1 CHCTEMBI 3ALIUThI TIEPCOHABHBIX JAHHBIX

«+» - Mepa 1o obecrieyeHnto 0€30MacHOCTH MEPCOHATBHBIX JTaHHBIX BKIIIOYEHA B 0a30BbIi HaOOp
Mep JUTSI COOTBETCTBYIOIIETO YPOBHS 3AIIMIIIEHHOCTH MTEPCOHATBHBIX TaHHBIX.

Mepsl 1o obecriedeHnI0 0e30MacHOCTH TEePCOHANBHBIX MaHHBIX, HE O00O3HAUYEHHBIC
3HAKOM «1», TIPUMEHSAIOTCS TMpU ajanTanuu 0a3oBOro Habopa Mep U YTOYHCHHH
aJlaTHPOBAaHHOTO 6a30BOro Habopa Mep, a TaKkKe MpH pa3paboTKe KOMIICHCHPYIOLUIMX Mep IO
oOecrneyeHHIo 0€30MacCHOCTH MEPCOHAIBHBIX TAHHBIX.




